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Abstract

Picture Archiving and Communication Systems (PACS) serve as the operational backbone of
digital radiology and healthcare enterprise imaging networks. As image acquisition
modalities generate increasingly high-volume, multi-dimensional datasets, understanding
the structural informatics and IT infrastructure of PACS is paramount. This paper provides a
comprehensive analysis of enterprise PACS architecture, tracing data flow from modality
acquisition through Health Level Seven (HL7) interface brokering, Digital Imaging and
Communications in Medicine (DICOM) network protocol handshakes, archive tiering
strategies, and Vendor Neutral Archive (VNA) consolidation. Furthermore, it details technical
implementation rules for Mirth Connect HL7-to-DICOM transformations, provides backend
SQL query routines for troubleshooting c-sTore and c-r1nD database anomalies, and
examines high-availability infrastructure, diagnostic display standards, and cybersecurity
protocols within modern clinical informatics.

Methodology
Study Design

This manuscript utilizes a narrative technical review methodology combined with
operational analysis derived from contemporary enterprise imaging and PACS
administration practices.



Information Sources
Primary source materials included:

« DICOM Standards (NEMA PS3)

e |HE Radiology Technical Framework

e AAPM Task Group 18 guidance

e PACS and imaging informatics textbooks

e DICOM implementation references

e Enterprise imaging interoperability guidance
e Vendor-neutral archive (VNA) literature

Analytical Framework
Content was evaluated across five functional domains:

Enterprise PACS Infrastructure

DICOM Communications

HL7 Workflow Integration

Storage and Archival Architecture

High Availability, Security, and Disaster Recovery
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The objective was to synthesize established standards and operational best practices into a
practical framework applicable to contemporary healthcare imaging organizations.

1. Introduction and Historical Evolution

The modern Picture Archiving and Communication System (PACS) transitioned medical
imaging from analog screen-film systems and lightboxes to digital, interconnected workflow
ecosystems (Huang, 2010). A contemporary PACS is not an isolated software application,
but an integrated assembly of hardware, software, networking protocols, and database
structures designed to acquire, transport, display, store, and manage digital diagnostic
images.

In its earliest iterations during the late 1980s and 1990s, PACS operated on proprietary
network protocols and isolated storage units. The standardization of the Digital Imaging
and Communications in Medicine (DICOM) standard and the widespread adoption of Health
Level Seven (HL7) messaging enabled vendor interoperability and enterprise imaging
integration across healthcare systems. These standards established the foundation for



modern imaging informatics environments capable of supporting high-volume, multi-site
clinical operations

Today, PACS architecture must support vast data volumes generated by advanced
modalities such as multi-detector computed tomography (MDCT), digital breast
tomosynthesis (DBT), and ultra-high-field magnetic resonance imaging (MRI).

2. Core Architectural Components and Data Flow

Enterprise PACS relies on a client-server or hybrid web-based model designed to balance
data throughput, system redundancy, and rapid image retrieval. The architecture comprises
four core operational tiers:

[ HIS / EHR ]
| (HL7 ADT - Patient Registration)
v
[ RIS / EMR ]
| (HL7 ORM / OMI - Order Creation)
v

[ Modality Worklist (MWL) Server ]
| (DICOM C-FIND - Worklist Query)

v
[ Modality 1 (CT / MRI / XR / US)
| (DICOM C-STORE - Image Transmission)
v
[ PACS Archive / VNA ] —(HL7 ORU / MDM)—» [ EHR / Portal ]

2.1 Image Acquisition Tier

Modalities (e.g., DR, CT, MRI, Ultrasound) generate digital image matrix files comprising
spatial pixel data and rich header metadata. Upon acquisition, the modality acts as a DICOM
Service Class User (SCU), initiating a network transmission to the PACS archive, which acts
as the DICOM Service Class Provider (SCP).

2.2 Server and Database Core
The central server suite houses two distinct functional layers:

1. The Database Engine (Metadata Layer): A relational database management system
(RDBMS) such as Microsoft SQL Server, PostgreSQL, or Oracle. It stores demographic
data, study metadata, Accession Numbers, Series Instance UIDs, DICOM header tags,
and pointer paths to physical pixel files.

2. The Image Store (Pixel Layer): File system storage holding actual bulk binary image
files (standard DICOM part 10 format). Decoupling the relational database from



physical image files is crucial for maintaining query speed across millions of patient
records (Pianykh, 2012).

2.3 Diagnostic Display Tier

Workstations utilized by radiologists require specialized hardware and software
configurations:

Luminance and Calibration: Diagnostic monitors must maintain stringent
luminance characteristics calibrated against the DICOM Grayscale Standard Display
Function (GSDF) under AAPM Task Group 18 and Task Group 270 guidelines (Samei
et al., 2005). Standard clinical displays typically operate around 350\text{ to }500\text{
cd/m}A2, while dedicated mammography displays require 1,000\text{ cd/m}*2.
Rendering Architecture: Modern client applications leverage server-side rendering
(SSR) or progressive streaming technologies (e.g., WebGL, wavelet transfers) to allow
rapid display of multi-gigabyte datasets over standard enterprise local area networks
(LAN) or wide area networks (WAN).

3. Communication Protocols and Interoperability
Standards

System integration within PACS architecture relies on two complementary communication
standards: HL7 for textual workflow events and DICOM for image data mechanics.

3.1 HL7 Workflow Integration

Health Level Seven (HL7 v2.x) handles non-image patient administration data:

ADT (Admission, Discharge, Transfer): Updates patient demographic changes
across the enterprise.

ORM (Order Message): Communicates order generation from the Radiology
Information System (RIS) or Electronic Health Record (EHR) to the PACS broker.
ORU (Observation Result Unsolicited): Transmits final transcribed and signed
radiologist reports back to the EHR.

3.2 DICOM Network Protocol Mechanics



DICOM operates on top of standard TCP/IP network transport layers, utilizing specified
Application Entities (AE) defined by unique AE Titles, IP addresses, and TCP port numbers
(typically Port 104, 1112, or 4100) (Clunie, 2000). The underlying protocol transactions follow

strict Service-Object Pair (SOP) classes:

DICOM Command” Functional Role H

Operational Mechanics

. . Verifies basic TCP/IP and DICOM application
C-ECHO Verification connectivity between SCU and SCP ("DICOM Ping").
Searches the PACS database for studies matching
C-FIND Query user-defined key attributes (e.g., Patient ID, Accession
Number).
Instructs the archiving SCP to transfer image files to a
C-MOVE Retrieve Request designated destination AE Title via a secondary c-
STORE sub-operation.
C-STORE fmage Transfer Trangmlts the physical DICOM dgtasg (header + pixel
matrix) from source to target destination.
MWL (Modality  |Workflow Queries RIS datta via C-FIND to po'pl.ll‘ate patlenF
. . demographics directly on the acquisition modality
Worklist) Synchronization i
console, preventing manual entry errors.

4. Interface Engineering: Mirth Connect HL7
Transformation Rules

In enterprise environments, an interface engine such as NextGen Connect (Mirth Connect)
sits between the RIS/EHR and the PACS/MWL broker to normalize HL7 messages and
transform textual data into DICOM-compatible fields.

4.1 Field Mapping Logic (HL7 ORM to DICOM Tag Mapping)

To populate a DICOM Modality Worklist (MWL) or trigger automated pre-fetching in PACS,
incoming HL7 orM~001 messages must be parsed and mapped to explicit DICOM metadata

elements.

Incoming HL7 ORM Message —®» [ Mirth Transformer Logic ] —»

Outbound MWL / DICOM Mapping

(Patient ID)
Patient ID
(Patient Name)

PID.3.1
(0010, 0020)
PID.5
(0010, 0010)

—» String Sanitization —>

—» Format: Last"First”"Middle —»
Patient's Name




ORC.2.1 / OBR.2.1 —» Strip Special Chars
(0008,0050) Accession Number

OBR.4.1 (Procedure Code) —¥» Crosswalk Lookup
(0032,1060) Requested Procedure Desc

PV1.8.1 (Referring Doc) —P» Format: ID"Last”First
(0008,0090) Referring Physician

Vv

4.2 JavaScript Transformer Snippet (Mirth Connect Channel)

Below is a production-grade JavaScript transformer script deployed within a Mirth Connect
destination transformer node to parse an incoming HL7 orM~001 order and construct an
outbound JSON/DICOM dataset object:

// Mirth Connect Transformer: HL7 ORM”"001 to DICOM MWL Data
Normalization

try f
// Extract HL7 fields safely from message object
var mrn = msg['PID']['PID.3'"]['PID.3.1'].toString().trim();
var rawPatientName = msg['PID']['PID.5'];
var lastName = rawPatientName['PID.5.1']J.toString () .trim();
var firstName = rawPatientName['PID.5.2'].toString().trim()
var middleName = rawPatientName['PID.5.3'].toString() .trim();

var accession =

msg['ORC'] ['ORC.2']['ORC.2.1"].toString().trim() ;
if (!accession || accession === "") {
accession =
msg['OBR'] ['OBR.2']['OBR.2.1"'].toString () .trim() ;

}

var gender =
msg['PID']['PID.8'].toString() .trim() .toUpperCase () ;

var dob = msg['PID']['PID.7']['PID.7.1"].toString () .trim(); //
Format: YYYYMMDD

var procCode =

msg['OBR']['OBR.4']['OBR.4.1"'].toString () .trim();
var procDesc =
msg['OBR'] ['OBR.4"'] ['OBR.4.2"'].toString () .trim() ;

// Normalize Patient Name to DICOM standard (Last"First”Middle)

var dicomPatientName = lastName + "*" 4+ firstName;
if (middleName !== "") {
dicomPatientName += """ + middleName;

}

// Sanitize Gender for DICOM (0010,0040) -> M, F, O, or empty
if (gender !== "M" && gender !== "F") {
gender = "O";



}

// Construct Channel Map Variables for Outbound DICOM MWL
Generator
channelMap.put ('dicomPatientID', mrn);
channelMap.put ('dicomPatientName', dicomPatientName) ;
channelMap.put ('dicomAccessionNumber', accession);
channelMap.put ('dicomPatientSex', gender);
channelMap.put ('dicomPatientDOBR', dob);
channelMap.put ('dicomProcedureCode', procCode) ;
channelMap.put ('dicomProcedureDescription', procDesc) ;

logger.info ("Successfully transformed ORM Order for Accession:
" 4+ accession);
} catch (e) {

logger.error ("Error in HL7 to DICOM Mirth Transformer: " +
e.toString());

// Route to error queue

System.err.println(e);

5. Backend PACS Administration: Troubleshooting SQL
Queries

PACS Administrators frequently query the relational database directly to resolve broken
DICOM associations, stuck transmission queues, orphaned series, or corrupted UID linkages
during c-sTorE and c-rInD failures.

5.1 Identifying Orphaned Series or Image Instances (c-store Ingestion
Failures)

When a modality sends images via c-sTore but the parent study row fails to commit due to
an accession mismatch or database lock, images become "orphaned.”

—-— SQL Query: Locate Orphaned Series lacking a valid Parent Study

record

SELECT
ser.SeriesInstanceUID,
ser.Modality,
ser.SeriesNumber,
ser.ImageCount,
ser.CreatedDateTime,
ser.SourceAETitle

FROM
PACS Series ser

LEFT JOIN



PACS Study std ON ser.StudyFK = std.StudyPK
WHERE

std.StudyPK IS NULL

OR std.PatientFK IS NULL
ORDER BY

ser.CreatedDateTime DESC;

5.2 Auditing c-rinvo Query Performance and Association Timeouts

When radiologists experience slow worklist loading, query bottlenecks are often traced to
missing database indexes on heavily queried DICOM tags (AccessionNumber, PatientID,
StudyDate).

-- SQL Query: Audit C-FIND Query Latency and Identify Slow MWL/PACS
Queries
SELECT TOP 50

LogID,

CallingAETitle,

CalledAETitle,

QueryType, -- e.g., 'C-FIND', 'C-MOVE'

SearchPatientID,

SearchAccessionNumber,

ExecutionTimeMS,

ResponseCode, -- 0 = Success, 65535 = Failed/Timeout
LogTimestamp
FROM
PACS DICOM Audit Log
WHERE
QueryType = 'C-FIND'
AND ExecutionTimeMS > 2000 -- Queries taking longer than 2
seconds
ORDER BY

ExecutionTimeMS DESC;

5.3 Detecting Duplicate Accession Numbers or Broken Study Instance
UIDs

If two separate imaging studies share the same Accession Number due to a RIS ordering
glitch, c-sTore operations will fail or overwrite images.

-— SQL Query: Find Duplicate Accession Numbers with Divergent
StudyInstanceUIDs
SELECT
AccessionNumber,
COUNT (DISTINCT StudyInstanceUID) AS DistinctStudyUIDCount,
COUNT (DISTINCT PatientFK) AS DistinctPatientCount,



STRING AGG (CAST (StudyInstanceUID AS VARCHAR(MAX)), ' | ') AS
AssociatedUIDs
FROM
PACS Study
WHERE
AccessionNumber IS NOT NULL AND AccessionNumber <> '!'
GROUP BRY
AccessionNumber
HAVING
COUNT (DISTINCT StudyInstanceUID) > 1;

6. Storage Architecture and Information Lifecycle
Management (ILM)

Given the exponential growth of imaging data across multi-facility health systems, PACS
storage must balance ultra-fast retrieval speeds against long-term storage economics
(Huang, 2010). Facilities utilize tiered storage managed by automated Information
Lifecycle Management (ILM) rules.

PACS Storage Hierarchy

v v

| |
| |

| Short-Term Tier | | Long-Term
Tier
| | | |

| High-speed NVMe / | | High-density
NAS, |

| SAN (Direct Attached) | | object

Store, Cloud |
| Immediate Retrieval

Uncompressed/Lossless |
| |

6.1 Storage Tiers

1. Short-Term Storage (Tier 1): Utilizes high-performance Storage Area Networks
(SAN) or solid-state NVMe storage arrays. Holds recent studies (typically 30-90 days)
requiring sub-second access speeds for active reading and immediate comparison
prior-study fetching.



2. Long-Term Archive (Tier 2): Employs high-capacity Network Attached Storage
(NAS), object-based cloud storage (e.g., AWS S3, Azure Blob), or optical libraries.
Studies are migrated here after an active period, maintaining sub-five-second
retrieval speeds while lowering cost-per-terabyte overhead.

6.2 Data Compression Mechanics

To optimize bandwidth and storage capacity, image compression is applied in accordance
with DICOM standards (Pianykh, 2012):

e Lossless Compression: Uses mathematical algorithms such as JPEG 2000 Lossless or
Run-Length Encoding (RLE). Reconstructs the exact bit-for-bit original pixel data
upon expansion, ensuring zero loss of diagnostic detail (Compression ratios typically
2:1\text{ to }3:1).

e Lossy (Irreversible) Compression: Permanently discards visually redundant data
using algorithms like JPEG 2000 Lossy. Achieves high compression ratios (10:1\text{
to }20:1), but its application in diagnostic primary interpretation is regulated strictly
by clinical guidelines and institutional policy.

7. Vendor Neutral Archives (VNA) and Enterprise
Integration

A major evolutionary milestone in imaging informatics is the migration from monolithic,
vendor-locked PACS to Vendor Neutral Architecture (VNA) (Dreyer et al., 2006).
Proprietary PACS archives historically encapsulated DICOM header data using non-standard
database schemas, creating massive technical friction during system migrations.

[ Radiology PACS ]

[ Cardiology MACS] ::l——b [ Vendor Neutral Archive (VNA) ] —» |
Enterprise EHR Viewer ]
[ Pathology PACS ] — (Central DICOM/XDS Engine)

Core VNA Functions

o Decoupling Storage from Display: A VNA isolates the storage management layer
from the workstation display layer. The VNA stores DICOM and non-DICOM clinical
assets (e.g.,, MPEG-4 endoscopy videos, PDF reports, JPEG dermatology images) in a
standardized, vendor-independent format.



DICOM Tag Morphing: Resolves inconsistencies in proprietary vendor DICOM
header tags dynamically, harmonizing metadata across different equipment
manufacturers prior to archiving.

Cross-Enterprise Document Sharing (XDS / XDS-I): Implements IHE (Integrating
the Healthcare Enterprise) profiles to query and retrieve clinical image objects across
disparate health networks via web services (WADO-RS / STOW-RS / QIDO-RS).

8. High Availability, Security, and Disaster Recovery

Because radiology services operate continuously, PACS architecture requires redundant
infrastructure to prevent unscheduled downtime and secure protected health information

(PHI).

8.1 System Redundancy and Load Balancing

High Availability (HA): Implemented via clustered server nodes, database mirror
pairs, and virtualized machine failovers (e.g., VMware HA). Load balancers distribute
incoming DICOM store transactions across multiple ingest servers.

Disaster Recovery (DR): Enforces off-site asynchronous data replication. A
secondary hot-site or cloud-hosted PACS instance maintains an active copy of the
relational database and long-term storage, enabling rapid disaster recovery during
site outages.

8.2 Security and Compliance

Data Encryption: Enforces Transport Layer Security (TLS 1.3) for DICOM nodes in
transit, alongside AES-256 encryption for files at rest, complying with HIPAA
guidelines.

Role-Based Access Control (RBAC): Integrates with enterprise directory services
(Active Directory / LDAP) and SAML/OAuth?2 single sign-on (SSO) frameworks to
enforce audit logging and strict user permissions.



Limitations

e Several limitations should be recognized.

o First, this manuscript represents a narrative technical review and operational synthesis rather
than a systematic review or original research investigation.

e Second, PACS architectures vary considerably among vendors, healthcare systems,
deployment models, and enterprise imaging strategies. Specific implementation details,
database schemas, HL7 interfaces, and DICOM workflows may differ from the examples
presented.

e Third, example SQL queries, Mirth Connect transformations, storage architectures, and
interoperability workflows are intended for educational purposes and may require adaptation
to local infrastructure, security requirements, organizational policies, and vendor-specific
implementations.

e Finally, healthcare imaging technologies continue to evolve rapidly, particularly in areas
involving cloud-native PACS deployments, enterprise imaging, artificial intelligence, and
cybersecurity.

Conclusion

PACS architecture has evolved from basic digital archive systems into highly sophisticated,
enterprise-wide imaging networks. Modern imaging informatics relies on robust physical
and software infrastructure: high-speed storage tiering, strict HL7 and DICOM
communication standards, Mirth Connect interface normalization, proactive SQL database
auditing, GSDF-calibrated diagnostic displays, and flexible VNA layers. By maintaining
redundant, secure, and standards-compliant architectural frameworks, healthcare
institutions ensure seamless image transmission, rapid diagnostic turnaround, and durable
long-term archiving across the clinical enterprise.

Disclaimer

This manuscript is intended for educational and professional discussion purposes. Example
SQL queries, HL7 mappings, Mirth Connect transformations, workflow diagrams, and
infrastructure models should be validated within local environments and vendor-specific
implementations before operational deployment. Healthcare organizations should follow
applicable regulatory requirements, institutional policies, cybersecurity standards, and
vendor guidance when implementing enterprise imaging solutions.
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